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Q BUSIMESS TECHNOLOGY SOLUTIOMNS

Virutal Network Department Services

On-demand technical services addressing the efficiency needs of IT departments in the
modern economy

Foehn Virtual Network Department Services (VNDS) are SLA led services designed for organisations that
want to drive optimum value and performance across their systems without employing a comprehensive
deck of highly-skilled full time permanent staff.

VNDS provides the expertise, tools and methodologies that

enables our customers to cost effectively out-task a portion VNDS Service Goals

of its total network, data centre, telephony and security [ HelpingIT Departments:

resource needs. e Deal with the conundrum of being asked by the
business to do more with less headcount
The services are in essence packages of technical Compensate for being unable to find skilled,

to supplement fixed full time employee

resources that are customised according to the strengths headcounts

and weaknesses of our customer’s available internal

Obtain the mix of expert skills needed for the
resources and technology needs. total infrastructure management requirement

Optimise the ROl of existing platforms by
harnessing expert skills, rather than accept
rigorous process and along with continuity of resource the defeat and submit to additional capital spend
to deliver on uptime and performance
objectives

Customer specific systems knowledge is retained through

services provide the flexibility and responsiveness of a full
time in-house department at a lower total cost.

To bind VNDS to deliver like an in-house function Foehn provides custom SLAs. An example service is one whereby Foehn
processes all changes to a customer’s firewalls, such as adding new VPN endpoints or amending access control lists. Such a
service could be defined with an SLA that gives the assurance that requested changes will (subject to the customer’s change
control approval) be completed in entirety within 1 x day of the customer initiating the request.

Foehn can operate a wide range of SLA’s with service windows scaling up to 365x7x24 cover with a 1 hour response and 8 hour
task completion target anywhere in the world.

The inclusion of an SLA makes VNDS outwardly similar to a managedsupportservice. However it needs to be understood that
VNDS is primarily concerned with ongoing integration and management processs rather than platform break/fix support
Where there is a requirement for Foehn to perform support inclusive of SLA targets for system uptime (as well as offer optional
cover for integration and management processes) please ask for detailsof C2 SKy Qa [ A offemgsOf S { dzLJLJ2
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The need for Foehn VNDS?

Each of Foehn’s customers arrives with a unique business
requirement. For many the choice of out-tasking a portion
of their IT
straightforward. Such firms know from the outset they have

systems’ processes has been entirely
particular areas of their IT estate that, whilst needing
professional care and attention, cannot be cost effectively
performed through in-house resource. These areas lack the
so called economy of scale. For instance a company with
100 servers would understand that it needs a full time
Server Architect and Engineer to keep on-top of these
systems; however the same company may only have 25
WAN sites. Whilst the company has identified that regularly
re-tuning the network and generally being resourced to
rapidly respond to business change is vital, the low number
of sites does not mandate a full time telecoms architect and
engineer yet the skills required are beyond the knowledge of
a server specialist (who may be highly utilised in any case).
Using contract staff would not only be expensive but also
create an unreliable mechanism, furthermore quality part
time resource is difficult to find, plus when found often
subject to rapid personal circumstance change. Foehn VNDS
provides an effective and economical solution without any
of these limitations.

Why Foehn VNDS?

When polling our existing customers the reasons for
selecting Foehn VNDS responses vary. For most companies
VNDS’ flexibility is the compelling reason. VNDS is intended
to be entirely complementary to our customer’s in-house
resources (often in situations where a full managed support
service has not been deemed appropriate).

For other customers Foehn’s experiences of working globally
and utilising its ‘smart hands’ partner network to minimise
costs for international efforts is of great interest.

How does VNDS operate?

Beyond careful people selection, Foehn’s success with
operating VNDS is by working with its customers closely to
develop a genuinely useful service. To do so, Foehn utilise
layered account management who will sit down and work
with you to determine your requirement. The team will
consist of an Account Director, responsible for overall
relationship development and ongoing health, and a
Managing Consultant responsible for service design and
efficiency, service scope development and handover to the

service delivery team.

Foehn VNDS engagement model
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To assist in the delivery of SLA the service is rendered

through Foehn’s always available Service Desk. On receipt of
a request the Service Desk will gather the details and start
the SLA timer. If Foehn have established any repetitive tasks
that they perform for the customer then the service agents
will commence activities immediately. If the task is an
irregular requirement then Foehn will scope and seek
approval as part of an SLA process. The only restriction that
exists towards Foehn completing the task within the SLA’s
time window is when it returns the scope back to the
customer who then needs to clear the change through any
formal change control procedures that they may have.

An example service is illustrated below for an engineering
service for a customer’s Cisco Network & Edge Security
Platforms; the design includes the service windows and the
agreed SLA. Note that Foehn’s SLA’s and service windows
scale up to 365x7x24 cover with a 1 hour response and 8
hour task completion target anywhere in the world. Refer to
the Appendix which defines available SLA options.
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VNDSServices andExpertise
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| Convergence
Consulting: Technology: In-house Field Deployed Skills
e Convergence Opportunity o Office & Remote Worker IP Telephony e Digium Asterisk
Development e Call Centre IP Telephony e Cisco
¢ Convergence migration engineering e |IP Telephony CRM Integration e Avaya
o Unified Communications
Consulting: Technology: In-house Field Deployed Skills
e Service Rationalisation e Data CentreApplication Acceleration e Riverbed e Packeteer
e Application Profiling e WAN Optimisation e Ipanema e F5
e Telecoms Benchmarking e Cisco e Bluecoat
Consulting: Technology: In-house Field Deployed Skills
e |SO/IEC 27001 ISMS Development e Firewall e Checkpoint
e Vulnerability & Risk Assessments o WAF e Cisco
e Best Practice Reviews e IPS e |[SS
e Governance &Policy Reviews e |dentity Management e Tipping Point
e Security Acceleration e Remote VPN / SSL e Forescout

Consulting: Technology: In-house Field Deployed Skills
e Network Redesign e LAN e MPLSVPN e Cisco e Nortel
e WAN/LAN migrationengineering e WLAN e Multicast e HP Procurve e Foundry
e Routing e F5 e Aruba
e Load Balancing e Nortel e 3COM
| pawmcente
Consulting: Technology: In-house Field Deployed Skills
e Network Redesign e Solaris e Cisco e Foundry
e WAN/LAN migration engineering e Microsoft e HP Procurve e Aruba
e Linux e F5 e 3COM
e Solaris e Nortel

About Foehn

Since it began in 2000, Foehn has steadily grown and built a loyal and varied customer base through a high level of technical
expertise, quality of service and a deep understanding of its customers' business. We operate with a mission statement
consisting of us partnering with our customers and through passionate experts bring them innovative, reliable and cost
effective IP solutions and on-demand services. Foehn is privately owned, profitable and 100% debt free. It is therefore
empowered to make decisions that are a win for us and our customers rapidly with no outside constraint.
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Appendix A-VNDS SLA Guide
Standard Service SLA:

- 8 working hour Response
- 16 working hour Statement ofWork Release

- 40 working hour Completion

Engineering activities can take place within these hours. This schedule is suitable f
08:00 to 05:30 UK time service window | customers with requirements that can be accommodated in standard working hours.
Shoulda Statement of Work detail that activities may extend beyond these hours
then Foehn will advise of any additional costs ahead of commencing the activity.

Engineering activities can take place within these hours. Th&hedule is suitable for
customers with requirements that can largely be accommodated for within standard
working hours but occasionally require out of hours activity to complete tasks.
Should a Statement of Work detail that activities may extend beyonthese hours
then Foehn will advise of any additional costs ahead of commencing the activity.
00:00 to 24:00 WW time service window Engineering activities can take place within these hours. This schedule is suitable f
customers with requirements thatextend across the globe or require extensive out o
hours working.

07:00 to 20:00 UK time service window

Rapid Service SLA:

- 4 working hour Response
- 8 working hour Statement of Work Release

- 24 working hour Completion

Engineering activities can takeplace within these hours. This schedule is suitable fo
08:00 to 05:30 UK time service window | customers with requirements that can be accommodated in standard working hours,
Should a Statement of Work detail that activities may extend beyond these hours
then Foehn will advise of any additioal costs ahead of commencing the activity.
Engineering activities can take place within these hours. This schedule is suitable f
07:00 to 20:00 UK time service window customers with requirem_ents that can largely be accorr_lmodated for within standard
working hours but occasionally require out of hours activity to complete tasks.
Should a Statement of Work detail that activities may extend beyond these hours
then Foehn will advise of any additional costs ahead of commencing the activity.
00:00 to 24:00 WW time service window Engineering activities can take place within these hours. This schedule is suitable f
customers with requirements that extend across the globe or require extensive out @
hours working.

Critical Service SLA:

- 1 working hour Response
- 2 working hour Statement of Work Release

- 8 working hour Completion

Engineering activities can take place within these hours. This schedule is suitable f
08:00 to 05:30 UK time service window | customers with requirements that can be accommodatedn standard working hours.
Should a Statement of Work detail that activities may extend beyond these hours
then Foehn will advise of any additional costs ahead of commencing the activity.
Engineering activities carntake place within these hours. This schedule is suitable fo
customers with requirements that can largely be accommodated for within standard
working hours but occasionally require out of hours activity to complete tasks.
Should a Statement of Work detalithat activities may extend beyond these hours
then Foehn will advise of any additional costs ahead of commencing the activity.
Engineering activities can take place within these hours. This schedule is suitable f
customers with requirements that extend across the globe or require extensive out @
hours working.

07:00 to 20:00 UK time service window

00:00 to 24:00 WW time service window
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